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Overview 
	· MIS 645 is a comprehensive course that covers the key security concepts for managers. These include:
· ·         Security fundamentals, including, levels of security (data, network, system software, middleware, applications, business processes), authentication, authorization, access, and integrity
· ·         Key security technologies, such as cryptographic algorithms (symmetric and asymmetric encryption), PKI, digital certificates
· ·         Corporate security, the management issues of security policies and security administration
· ·         Security technologies and approaches that can be applied to cyber security, Internet security, Web security, Web application security, wireless and mobile web security
Attendance is a part of class participation and students are expected to attend all classes.  Class participation and sharing of real life experiences are part of the learning process in this class.


Introduction to Course

	Module I – Security Management Principles

Module II – Access Control Systems 

Module III – Telecommunications and Network Security

Module IV - Cryptography

Module V- Security Architecture and Models

Module VI- Computer Operations Security
Module VII – Application and Systems Development Security 
Module VIII-Business Continuity Planning and Disaster Recovery Planning
Module IX –
Law, Investigation and Ethics

Module X – Physical Security



Relationship of Course to Rest of Curriculum
	This is the first of 4 courses designed for the security professional.  The classes are put together so that a manager will first understand the different areas that will be affected in the course of managing an IT/IS organization.  This first class walks us through the 10 domains of security. 


Learning Goals

	1. To develop skills, methodologies and critical thinking to enable students to understand the management of various information security concerns. To be able to identify threats, risks, and to assess the need for steps to protect information.  Business ethics are included in the discussion.
2. To develop competence and confidence by problem solving.
Case problem solving will allow students to develop competence and confidence by using the concepts presented. 




Pedagogy

	Concepts and theories of security management will be taught using a combination of traditional texts, journal articles and the professor’s notes. 

Students are required to read all the assigned readings/cases and answer specific assigned questions. The quality and insight of each students comments and the level of engagement in the class discussion are important components of the final grade. The last case (Term Project) integrates the work of all the preceding lectures and is to be submitted as a team project where we will develop a complete case of problem solving and network redesign that will be presented to the class. 


Required Text(s)
	Text:
Kurtz, Ronald L., Vines, Russell Dean.  The CISSP Prep Guide – Gold Edition Security.  John Wiley & Sons, Inc., ISBN 0-471-26802-X


Required Readings
	Case studies assigned in class.



Additional Readings

	Additional readings will be found in: Information Security Management Handbook, Volumes 1,2,3, by Tippon and Krause.


Assignments

	Mid Term

The Mid-term is a State of the Security presentation.  

You were riding in the elevator with the CEO of your company.  He said to you, “I read an article on xyz security aspect on the plane yesterday.  Do you think we can use it?  Please be prepared to give the management team a 10 minute presentation on this at our next staff meeting”.  

Your hand in is a PowerPoint presentation formatted in Notes Page view.  Each of your slides should contain bullet points for your talk.  The notes part will be for you to type the details of each slide.  This is required…
Your talk should be 5 to 6 slides.  Slide one is your title and name and class information.  The notes section of slide one is where you will site your sources. References and all sources used (articles, texts, Web sites, etc.) must be sited in standard format.

Slide 1:  Title and name (notes section has bibliography)

Slide 2:  What is the security issue and how does it affect your company? 

Slide 3:  What is new about this issue?  

Slide 4:  How would you use this security solution? Are there alternatives?

Slide 5:  What are the benefits, risks, costs? (this may be 2 slides)  You may not find all of the details, but you should be able to assess and give an idea.

Final Project

The final project is an individual paper on an aspect of security that is covered in class.  Pick one of the domains and do research into the area. You can use the same topic as your midterm.  This is designed to be a research paper, not an informational paper like the mid-term.  Your work will be graded on the quality of research that you do. The appendix of the book has some interesting topics that you might choose.  If you work in medical, you may want to write on HIPAA, or you may want to evaluate different audit methods.  Topics need to be selected by week 4.




Grading
	Assignment
	Grade 
Percent

	Individual Test Scores

 
	35% 

	Mid-term project: 
	20%

	Final project:
(Team)
	35%

	Class Participation:



	10%

	Total Grade
	100%


Ethical Conduct

	The following statement is printed in the Stevens Graduate Catalog and applies to all students taking Stevens courses, on and off campus.

“Cheating during in-class tests or take-home examinations or homework is, of course, illegal and immoral.  A Graduate Academic Evaluation Board exists to investigate academic improprieties, conduct hearings, and determine any necessary actions.  The term ‘academic impropriety’ is meant to include, but is not limited to, cheating on homework, during in-class or take home examinations and plagiarism.“

Consequences of academic impropriety are severe, ranging from receiving an “F” in a course, to a warning from the Dean of the Graduate School, which becomes a part of the permanent student record, to expulsion.

Reference:  
The Graduate Student Handbook, Academic Year 2003-2004 Stevens

Institute of Technology, page 10.

Consistent with the above statements, all homework exercises, tests and exams that are designated as individual assignments MUST contain the following signed statement before they can be accepted for grading. ____________________________________________________________________ 

I pledge on my honor that I have not given or received any unauthorized assistance on this assignment/examination. I further pledge that I have not copied any material from a book, article, the Internet or any other source except where I have expressly cited the source.

Signature ________________



Date: _____________

Please note that assignments in this class may be submitted to www.turnitin.com, a web-based anti-plagiarism system, for an evaluation of their originality. 




Course Schedule 
	Lecture

Number
	
	Topic Covered/Readings/Assignments

	1.
	
	Introduction

	
	
	

	2.
	
	Module I – Security Management Principles

Chapter 1

	
	
	

	3.
	
	Module II – Access Control Systems 
Chapter 2 quiz 1

	
	
	

	4.
	
	Module III –Telecommunications and Network Security
Chapter 3

	
	
	

	5.
	
	Module IV – Cryptography 

Chapter 4 quiz 2

	
	
	

	6.
	
	Module V- Security Architecture and Models
Chapter 5

	
	
	

	7.
	
	Mid-Term Presentations

	
	
	

	8.
	
	Module VI- Computer Operations Security
Chapter 6 quiz 3

	
	
	

	9.
	
	Module VII – Application and Systems Development Security
Chapter 7

	
	
	

	10.
	
	Module VIII-Business Continuity Planning and Disaster Recovery Planning
Chapter 8 quiz 4

	
	
	

	11.
	
	Module IX –
Law,

Investigation and Ethics
Chapter 9

	
	
	

	12.
	
	Module X – Physical Security
Chapter 10 quiz 5

	
	
	

	13.
	
	Tying it all Together

	
	
	

	14.
	
	FINAL PROJECTS & PRESENTATIONS 
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