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Overview 
	This course provides a working knowledge of risk analysis and management for enterprise security.   The emphasis is on modeling, analysis and economic evaluation of technology risks.   The students learn about business continuity and disaster recovery planning, security risks, tangible and intangible consequences of security failures, risk mitigation options and economic trade offs. The first part of the course covers the basics of risk identification, assessment, control and mitigation using a system framework. The second part covers application of decision theory and engineering economics to security options based on models that consider risk profile and uncertainty in enterprise security problems.  The learning is reinforced through case reviews and team projects.  

Prerequisites:  Knowledge of Calculus and Probability


Relationship of Course to Rest of Curriculum
	As a core course in information security, it covers quantitative modeling for risk analysis complementing other security courses for a graduate certificate or a MS degree.  This course is also one of the courses in the IS Security program. Hence, this course provides a key element of the school programs in information security.



Learning Goals

	1. Explain the importance of business continuity in today’s global economy.
2. Describe the steps in creating a contingency plan for the critical information systems.
3. Identify and classify risks to corporate IT systems and critical business functions.
4. Model internal system failures and calculate system MTBF.
5. Develop scenarios for external risks due to human errors, malicious acts and natural events, and calculate associated business risks.
6. Analyze economics of mitigation options and select best option.



Pedagogy

	Concepts and theories will be taught by lectures, examples and class exercises. Class learning will be reinforced through online discussions and student interactions.  Students will be divided in teams.  Each team will select a company as a case project to analysis its information systems risks, identify vulnerabilities, develop mitigations options and select the best alternative.  The team project integrates class learning with a real world application for a corporate environment.

 


Text(s)
	1. Information Security Risk Analysis, by Thomas R. Peltier, published by Auerbach Publications, 2005, ISBN:0-8493-3346-6
2. Risk Analysis in Engineering and Economics,  by Bilal M. Ayyub, published by Chapman & Hall/CRC, 2003,  ISBN: 1-58488-395-2 (optional)


	3. Recommended additional resource: Making Hard Decisions, by Robert T. Clemen and Terrence Reilly, published by Duxbury, 2003, ISBN   0-534-421997
4. 


Required Readings
	· NIST, “Contingency Planning Guide for Information Technology Systems,” Special Publication 800-34; June 2002
· Understanding Your Product Through Reliability Modeling http://quanterion.com/ReliabilityQues/V3N2.html

· Fault Tree Analysis (FTA), by Bilal M. Ayyub, PhD, PE. (WebCT)



Assignments

	· Weekly assignment aimed to help students develop competency in the models and techniques taught in the class.
· Team project – helps the students to apply class learning to a real corporate environment. 
· Class Participation - enhances the learning experience.  All students are expected to participate in class discussions.  Active engagement in discussions is considered an important component of the grade.




	Assignment
	Grade 
Percent

	Team Project




        Interim Presentation             15%

  Final Presentation                 15%
	   30%

	   Mid term exam              
	25%

	   Final exam





	25%

	   Homework
	   10%

	   Class participation
	   10% 

	Total Grade
	100%



Grading Logic  

The final grade is the sum of each of the above categories. 

 Final Grades will be given out as follows:



A = 89.9  points and above



B = 79.9 – 89.8 grade of the team. 

Course Schedule 
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	PRIVATE
Week Number 

	Topics

	Week 01
	 Modules 01  Introduction

	Week 02
	 Module 02  Business Continuity

	Week 03
	 Module 03  Risk Analysis –Qualitative Methods

	Week 04
	 Module 04  Risk Analysis –Quantitative Methods

	Week 05
	 Module 05  Failure Consequences

	Week 06 
	 Interim Project Presentation and Discussion

	Week 07
	Midterm Exam  

	Week 08
	Module 08  Engineering Economics 

	Week 09
	Module 09  Economic Analysis of Alternatives 

	Week 10
	Module 10 Risk Management and Control

	Week 11
	Module 11  Multiattribute Analysis 


	Week 12
	Module 12  Sources and Use of Data

	Week 13
	Term Project Presentations & Discussion

	Week 14
	Final Exam


Ethical Conduct
	The following statement is printed in the Stevens Graduate Catalog and applies to all students taking Stevens courses, on and off campus.

“Cheating during in-class tests or take-home examinations or homework is, of course, illegal and immoral.  A Graduate Academic Evaluation Board exists to investigate academic improprieties, conduct hearings, and determine any necessary actions.  The term ‘academic impropriety’ is meant to include, but is not limited to, cheating on homework, during in-class or take home examinations and plagiarism.“

Consequences of academic impropriety are severe, ranging from receiving an “F” in a course, to a warning from the Dean of the Graduate School, which becomes a part of the permanent student record, to expulsion.

Reference:  
The Graduate Student Handbook, Academic Year 2003-2004 Stevens

Institute of Technology, page 10.

Consistent with the above statements, all homework exercises, tests and exams that are designated as individual assignments MUST contain the following signed statement before they can be accepted for grading. ____________________________________________________________________ 

I pledge on my honor that I have not given or received any unauthorized assistance on this assignment/examination. I further pledge that I have not copied any material from a book, article, the Internet or any other source except where I have expressly cited the source.

Signature _________________________

        Date: _____________

Please note that assignments in this class may be submitted to www.turnitin.com, a web-based anti-plagiarism system, for an evaluation of their originality. 




Course/Teacher Evaluation
Continuous improvement can only occur with feedback based on comprehensive and appropriate surveys. Your feedback is an important contributor to decisions to modify course content/pedagogy which is why we strive for 100% class participation in the survey.  

All course teacher evaluations are conducted on-line.  You will receive an e-mail one week prior to the end of the course informing you that the survey site (https://www.stevens.edu/assess) is open along with instructions for accessing the site.  Login using your Campus Pipeline (email) 'CPIPE' username and password. This is the same username and password you use for WebCT.  Simply click on the course that you wish to evaluate and enter the information. All responses are strictly anonymous.  We especially encourage you to clarify your position on any of the questions and give explicit feedbacks on your overall evaluations in the section at the end of the formal survey which allows for written comments.  We ask that you submit your survey prior to the last class.  
Grading Logic  





The final grade is the sum of each of the above categories. 





 Final Grades will be given out as follows:		


	    	A  	92.5 – 100


90.0 - 92.4


B+	88.5 – 89.9


B	82.5 -  88.4


B-	80.0 – 82.4


C+	78.5 – 79.9


C	72.5 – 78.4


C-	70.0 – 72.4


F	Below 70


For team project each team will receive an overall grade for the quality of analysis and presentation of the project.  Each student will be given the team grade for participation and presentation as a member of the team. A student grade may be adjusted down based on the team assessment survey which will be used twice during the term.
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