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Overview
	Electronic Commerce is an exciting field that requires integration of the Internet, telecommunications, multimedia technologies, computing hardware and software, human-machine interface, and business models. This course provides an understanding of e-commerce and related architectures, protocols, and technologies. The course starts with introducing the e-commerce concept, objectives, benefits, and market drivers. Then the architectures and technologies of e-commerce are presented and a framework for it is established with emphasis on its interdisciplinary nature. The course addresses the e-commerce underpinning techniques and technologies including the Internet, WWW, multimedia, intelligent agents, the client-server paradigm, and data mining techniques. Security in e-commerce is addressed by presenting types of security attacks, security mechanisms, Virtual Private Networks (VPNs), Intranets, and extranets. Implementation issues in e-commerce, including the design and management of its infrastructure (access network, core network, data center network, and servers) and applications are discussed. M-commerce is addressed; electronic payment systems with their associated protocols are described; and various B2C and B2B applications are presented. Policy and regulatory issues in e-commerce are also discussed.

Cross-listed with CS 619, CpE 619, and NIS 619


Learning Goals

	After taking this course, the student will be able to:

1. Describe e-commerce objectives, benefits, and its types

2. Understand the architectures and protocols involved in e-commerce 

3. Understand the basic underpinning techniques and technologies in e-commerce
4. Provide basic hardware and software requirements to build an e-business

5. Design a basic store-front for an e-business


Pedagogy

	The course employs lectures, class discussions, weekly assignments, and individual and team projects. Students will make a team presentation during the class. 


Required Text(s)
	E-commerce: business, technology, society, by K. C. Laudon and C. G. Traver, Addison Wesley, 2nd ed., 2003, ISBN: 0-321-20056-X


Required Readings
	Reading assignments are given every week from the text as well as other sources. A typical reading source is Web Services in the Enterprise: Concepts, Standards, Solutions, and Management, by Akhil Sahai and Sven Graupner, Springer, 2005, ISBN 0-387-23374-1


Assignments
	The course includes homework assignments every week. These include answering related questions, analyzing e-commerce requirements, solving problems and researching current e-commerce topics.

To enhance the learning experience, all students are expected to participate in class discussions. 
Assignments are due on a weekly basis; late work is penalized 50% per week.




Ethical Conduct

	The following statement is printed in the Stevens Graduate Catalog and applies to all students taking Stevens courses, on and off campus.

“Cheating during in-class tests or take-home examinations or homework is, of course, illegal and immoral.  A Graduate Academic Evaluation Board exists to investigate academic improprieties, conduct hearings, and determine any necessary actions.  The term ‘academic impropriety’ is meant to include, but is not limited to, cheating on homework, during in-class or take home examinations and plagiarism.“

Consequences of academic impropriety are severe, ranging from receiving an “F” in a course, to a warning from the Dean of the Graduate School, which becomes a part of the permanent student record, to expulsion.

Reference:  
The Graduate Student Handbook, Academic Year 2003-2004 Stevens

Institute of Technology, page 10.

Consistent with the above statements, all homework exercises, tests and exams that are designated as individual assignments MUST contain the following signed statement before they can be accepted for grading. ____________________________________________________________________ 

I pledge on my honor that I have not given or received any unauthorized assistance on this assignment/examination. I further pledge that I have not copied any material from a book, article, the Internet or any other source except where I have expressly cited the source.

Signature ________________



Date: _____________

Please note that assignments in this class may be submitted to www.turnitin.com, a web-based anti-plagiarism system, for an evaluation of their originality. 




Course Schedule
	Unit 1 (1 session): Introduction to E-Commerce (EC)
· EC definition, objectives, and dimensions

· The supporting pillars of EC

· Classification of EC applications

· Electronic markets

· The interdisciplinary nature of EC

· Characteristics of EC 

· Effects of EC 

· EC market drivers and market size

· Introduction to m-commerce

· Limitations of EC

Unit 2 (1.5 sessions): Technologies Supporting E-Commerce
· EC enablers

· Review of the Internet structure, the TCP/IP Protocol Suite

· The client/server model

· Review of the architectural components of World-Wide Web (WWW)

· Proxy servers 

· Internet call centers

· WWW data, cookies, and log files

· Data mining 

· Concurrency, Commitment, and Recovery (CCR)

· Intelligent agents and their role in EC

· Application layer protocols and APIs 

· Common Gateway Interface (CGI) 

· Smart cards
Unit 3 (1 session): B2C Systems and Services

· Business revenue models for EC services 

· Basic architectures and alternatives for B2C systems

· Broker-based B2C services 

· Content distribution

· Banking and personal finance

· Electronic auctions
· Online publishing
· E-learning and knowledge dissemination
· EC quality of service
Unit 4 (0.5 session): Web Services Frameworks
· Need for a Web service framework

· The evolving Web services framework 

· Web Services Description Language (WSDL) 

· Universal Description, Discovery and Integration (UDDI)

· Simple Object Access Protocol (SOAP)

· Service implementation frameworks

· Catalog management

Unit 5 (1 session): B2B E-commerce
· The B2B challenge

· Key entities in B2B EC

· Supply chain management (SCM)

· Models of B2B EC

· Catalog management

· Customer Relationship Management (CRM)
· Electronic Data Interchange (EDI)
· Internet-base EDI 
· Distinction between B2B and B2C

Unit 6 (1.5 sessions): E-Commerce Security
· EC security requirements

· Security attacks

· Security services and mechanisms

· Secret-key encryption 

· Public-key encryption 

· Digital envelope 
· Data integrity

· Biometric identification

· Digital signature 

· Digital certificates and certification authority

Unit 7 (1 session): Intranets, Extranets, and Virtual Private Networks (VPNs)
· Intranets and their applications
· Firewalls and their types
· Extranets and their applications
· Virtual Private Networks (VPNs)
· Internet-based VPNs 
· Tunneling techniques for Internet-based VPNs
· IP security
Unit 8 (1.5 sessions): Electronic Payment Systems
· Money and its requirements
· Instruments of payments
· Clearing and settlement
· Security of electronic payment card system (SSL, TLS, and SET)
· Dematerialized money and its types
· Dematerialized processing of paper-based checks
· Electronic Fund Transfer (EFT)
Unit 9 (0.5 session): M-commerce

· M-commerce and its role in EC

· Wireless terminals and air interface

· M-commerce Applications

· Application protocols: SMS, i-Mode, and WAP

· Radio Frequency Identification (RFID)
· M-commerce security
· Mobile banking
Unit 10 (1.5 sessions): EC Implementation

· EC implementation requirements

· EC implementation options

· Data centers

· EC provider types: Data Center Providers (DCPs), Application Service Providers (ASPs), Network Service Providers (NSPs), and Application Infrastructure Providers (AIPs)

· Access and core network technologies

· Service-Level Agreement (SLA) and its management

Unit 11 (1 session): Policy and Regulatory Issues in E-Commerce
· Legal, ethical, and public policy issues related to EC
· Privacy protection

· Copyright and intellectual property protection

· Electronic surveillance

· Freedom of speech versus censorship

· Anti-trust issues

· Sales tax on EC

· Government control over exporting encryption

· Fraud on the Internet and means of protection
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