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Overview
	Information assurance and security are recognized as very important issues in electronic business transactions and financial systems, from the managers, users, and providers viewpoints. This course addresses the security of e-business and cyber environments from an end-to-end perspective. The information security methodologies of inspection, protection, detection, reaction, and reflection are addressed in detail. Topics include: security at network, transport, and application levels, firewalls, virtual local area networks (VLANs), secure financial transaction techniques, backup and disaster recovery techniques, smart card security, estimation and management of risks associated with security. The course includes a take-home project and related lab experiments/demonstrations.
Cross-listed with CS 694


Learning Goals

	After taking this course, the student will be able to:

1. Describe the basic security issues of e-businesses

2. Understand security services of confidentiality, authentication, integrity and non-repudiation

3. Provide security requirements for a typical e-business
4. Understand security issues at the network, transport, and application levels 
5. Evaluate and estimate security risks associated with security

6. Design a protection and detection strategy for resources of an e-business


Pedagogy

	The course employs lectures, class discussions, weekly assignments, and individual and team projects. Students will make a team presentation during the class. 


Required Text(s)
	William Stallings, Network Security Essentials, Applications and Standards, Second Edition, Prentice Hall, ISBN: 0-13-035128-8, 2003


Required Readings
	Reading assignments are given every week from the text as well as other sources. A typical reading source is Guarding your Business: A Management Approach to Security, Kluwer Academic/Plenum Publishers, ISBN: 0-306-48494-3, 2004


Assignments
	The course includes homework assignments every week. These include answering questions, analyzing situations, solving problems and researching current security vulnerabilities and attacks.

To enhance the learning experience, all students are expected to participate in class discussions. 
Assignments are due on a weekly basis; late work is penalized 50% per week.




Ethical Conduct

	The following statement is printed in the Stevens Graduate Catalog and applies to all students taking Stevens courses, on and off campus.

“Cheating during in-class tests or take-home examinations or homework is, of course, illegal and immoral.  A Graduate Academic Evaluation Board exists to investigate academic improprieties, conduct hearings, and determine any necessary actions.  The term ‘academic impropriety’ is meant to include, but is not limited to, cheating on homework, during in-class or take home examinations and plagiarism.“

Consequences of academic impropriety are severe, ranging from receiving an “F” in a course, to a warning from the Dean of the Graduate School, which becomes a part of the permanent student record, to expulsion.

Reference:  
The Graduate Student Handbook, Academic Year 2003-2004 Stevens

Institute of Technology, page 10.

Consistent with the above statements, all homework exercises, tests and exams that are designated as individual assignments MUST contain the following signed statement before they can be accepted for grading. ____________________________________________________________________ 

I pledge on my honor that I have not given or received any unauthorized assistance on this assignment/examination. I further pledge that I have not copied any material from a book, article, the Internet or any other source except where I have expressly cited the source.

Signature ________________



Date: _____________

Please note that assignments in this class may be submitted to www.turnitin.com, a web-based anti-plagiarism system, for an evaluation of their originality. 




Course Schedule
	· Unit 1 (1 session): Introduction

· E-commerce, e-business, and e-services

· Nature and value of information 

· Security issues in e-business

· Information security

· Information Assurance 

· Information security plan and its phases
· Information security architecture
· Unit 2 (1.5 sessions): Security Overview

· Security attacks, services, and mechanisms

· Cryptographic techniques 

· Secret-key cryptography

· Data Encryption Standard (DES), 3DES, and AES
· Symmetric key distribution
· Public-key cryptography

· Key management
· Digital Certificate and Certification Authority
· Unit 3 (1 session): Security Inspection
· What is Security Inspection?

· Identifying resources and their value

· Security threats and their assessment

· Security attacks and their types

· Security vulnerabilities

· Evaluating losses

· Security safeguards

· Appendix: Web spoofing

· Unit 4 (2  sessions): Security Protection
· What is Security Protection?

· Security vision, strategy, and procedures

· Access security 

· Identification

· User authentication

· Authorization 

· Digital signature and non-repudiation

· Role-based Access Control (RBAC)

· Firewalls 

· Information availability models
· Backup and recovery 
· Unit 5 (1.5 sessions): Security Detection
· What is Security Detection?

· Intruders types

· Intrusion methods

· Intrusion process

· Intrusion detection

· Honey pots
· Message integrity detection 
· Unit 6 (0.5 session): Security Reaction
· What is Security Reaction?

· Incident response philosophies

· Incident response plan

· Incident determination

· Incident notification

· Incident containment

· Assessing the damage

· Some good practices
· Appendix – A Web attack scenario
· Unit 7 (0.5 session): Virtual Local Area Networks (VLANs)

· E-business reference architecture 

· E-business “providers” 

· Data centers and Web hosting models

· Overview of Local Area Networks (LAN) protocol architecture

· Virtual LANs (VLANs)

· VLAN standardization (IEEE 802.10)

· Using VLANs in data centers for traffic separation
· Unit 8 (1 session): IP Security

· Overview of IP and its security

· Security at different levels

· Tunneling and its protocols

· The IPSec protocol

· Virtual Private Networks (VPNs) 
· Some service and equipment vendors
· Unit 9 (1 session): Security at the Transport Level
· Web security considerations

· Secure Socket Layer (SSL) architecture

· SSL protocols

· SSL phases 

· SSL exchanges

· Transport Layer Security (TLS)

· WTLS (Wireless Transport Layer Security)

· Secure UDP

· Unit 10 (1 session): Security at the Application Level
· Security within the application
· Privacy issues

· Secure Electronic Transaction (SET)

· The dual signature technique

· SET message processing 

· Certificate management

· Implementation issues

· Email Security

· Pretty Good Privacy (PGP)

· S/MIME (Secure MIME)

· Unit 11 (0.5 session): Smart Cards and their Security 
· Smart card characteristics

· Smart card classification

· Smart card life cycle

· Authentication in smart cards

· Multi-application smart cards

· Smart card standards

· Attacks on smart cards



PAGE  
6

